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Develop and implement a secure Microsoft infrastructure platform using
native and built-in tools

About This Book

Learn how to identify and mitigate security risks in your Microsoft Server●

infrastructure
Develop a proactive approach to common security threats to prevent sensitive●

data leakage and unauthorized access
Step-by-step tutorial that provides real-world scenarios and security solutions●

Who This Book Is For

If you are a security or Windows Server administrator wanting to learn or
advance your knowledge in Microsoft security and secure your Windows Server
infrastructure effectively, this book is for you.

What You Will Learn

Design a secure Windows Server platform based on the best practices and●

industry standard recommendations
Identify and mitigate security risks using tools such as Security Configurations●

Wizard, ASA, AppLocker, BitLocker, and EMET
Follow step-by-step instructions to tighten the security of your Active Directory●

file, print server, Hyper-V and IIS servers, and application roles
Develop a secure access control mechanism using the Dynamic Access Control●

(DAC) feature
Learn how to maintain security and deliver new security updates and patches●

using the Windows Server Update Service (WSUS)
Discover how PowerShell cmdlets and custom scripts can support your day-to-●

day security admin tasks
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In Detail

Windows Server 2012 provides security features and solutions that can be used
as standalone security solutions as well as integrated solutions with your existing
security or auditing tools.

To begin, you will learn how to implement baseline security using Microsoft
Security Configuration Wizard and how to lock down unwanted services, along
with how to configure your Windows firewall. You will see how to enable and
use native tools including AppLocker to identify and mitigate risks and tighten
up your Windows Server infrastructure security.

This book also walks you through best practices for designing and building a
secure Microsoft server platform, with instructions on configuration and
managing Dynamic Access Control and polices.

At the end of the book, installation and configuration of Windows Server Update
Services, which plays a crucial role in the security space, is covered.
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In Detail

Windows Server 2012 provides security features and solutions that can be used as standalone security
solutions as well as integrated solutions with your existing security or auditing tools.

To begin, you will learn how to implement baseline security using Microsoft Security Configuration Wizard
and how to lock down unwanted services, along with how to configure your Windows firewall. You will see
how to enable and use native tools including AppLocker to identify and mitigate risks and tighten up your
Windows Server infrastructure security.

This book also walks you through best practices for designing and building a secure Microsoft server
platform, with instructions on configuration and managing Dynamic Access Control and polices.

At the end of the book, installation and configuration of Windows Server Update Services, which plays a



crucial role in the security space, is covered.
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Editorial Review

About the Author

Santhosh Sivarajan

Santhosh Sivarajan is a recognized subject matter expert in the Microsoft technology arena. He has extensive
experience in designing, migrating, developing, and implementing enterprise solutions using Microsoft
products and technologies. He holds a master's degree in computer information systems from the University
of Houston, Texas. His certifications include MCITP, MCTS, MCSE, MCSA, Network+, CCNA, ITIL, and
many more. He is also a certified migration expert in Quest Migration Manager products. His blog
(http://blogs.sivarajan.com) and SS Technology Forum (http://www.sivarajan.com/forum) are well known in
the industry for providing free technical information and support. You can follow Santhosh on Twitter via
@santhosh_sivara. He is the author of the book Migration from Windows Server 2008 to Windows Server
2012, Packt Publishing. He has also published hundreds of articles on various technology sites. Microsoft
has recognized Santhosh with the Microsoft Most Valuable Professional (MVP) award multiple times for his
exceptional contribution to the technical community. He lives in Sugarland, Texas, with his wife, Anjali,
who is also an IT professional, and their 3-year-old daughter, Gayathri.

Users Review

From reader reviews:

Lucile Brown:

Do you one of people who can't read gratifying if the sentence chained from the straightway, hold on guys
this specific aren't like that. This Getting Started with Windows Server Security book is readable by simply
you who hate the perfect word style. You will find the facts here are arrange for enjoyable reading
experience without leaving also decrease the knowledge that want to supply to you. The writer associated
with Getting Started with Windows Server Security content conveys prospect easily to understand by a lot of
people. The printed and e-book are not different in the information but it just different in the form of it. So ,
do you nonetheless thinking Getting Started with Windows Server Security is not loveable to be your top
listing reading book?

Gayle Anderson:

The actual book Getting Started with Windows Server Security has a lot of information on it. So when you
check out this book you can get a lot of benefit. The book was published by the very famous author. This
articles author makes some research ahead of write this book. That book very easy to read you can get the
point easily after looking over this book.



John Olive:

Do you have something that you enjoy such as book? The publication lovers usually prefer to opt for book
like comic, small story and the biggest an example may be novel. Now, why not attempting Getting Started
with Windows Server Security that give your satisfaction preference will be satisfied simply by reading this
book. Reading routine all over the world can be said as the method for people to know world considerably
better then how they react in the direction of the world. It can't be mentioned constantly that reading
behavior only for the geeky man or woman but for all of you who wants to be success person. So , for every
you who want to start reading as your good habit, you could pick Getting Started with Windows Server
Security become your own starter.

Bonnie Pace:

In this era globalization it is important to someone to find information. The information will make anyone to
understand the condition of the world. The health of the world makes the information better to share. You
can find a lot of references to get information example: internet, newspaper, book, and soon. You will
observe that now, a lot of publisher this print many kinds of book. Often the book that recommended for you
is Getting Started with Windows Server Security this e-book consist a lot of the information with the
condition of this world now. This specific book was represented how does the world has grown up. The
terminology styles that writer use for explain it is easy to understand. The writer made some investigation
when he makes this book. Here is why this book ideal all of you.
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